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«KUBEPBE3OITACHOCTDb»

«OcHoBHBIE paBuJIa 0e30nmacHOCTH B ceTu UHTEpHET»

WNHTepHEeT — yHUKaJIbHAS PEaJbHOCTh HAIIETO C BaMU BPEMEHH. DTO Oe3rpaHUYHbBIN
MUpP UHPOPMALIUHU, T/I€ €CTh HE TOJIBKO pa3BIeKaTEIbHbIE U UTPOBBIE TOPTAJIbI, HO U MHOT'O
nojie3HoW MH(popManuu s ydeObl. 371ech MOXHO OOLIATBCA CO CBOMMHM JPY3bsIMU B
peXUMe OHJIAMH, MOKHO HAWTH HOBBIX JIpy3€H, BCTYIMATh B COOOIECTBA MO HMHTEPECAM.
HNudopmanus, onepatuBHO 00ecreurBaroNias Ballld €XXeIHEBHbIE TOTPEOHOCTH, - BCE ITO
NnTepHer.

[Touemy >ke MONMUIEHCKUE BBIHYKICHBI MPEAYNPEXKAATH 00 OMACHOCTSIX BUPTYATILHOTO
MUpAa, €CJIM B HEM TaK MHOT'O BCET'0 XOPOIIETo U Moyie3Horo???

JloctatodHo GoJbIas 4YacTh MHTEPHET-MOIb30BaTENEH UIlleT He Apy3ei B UHTepHeTe,
a CBOM JKEPTBBI.

Jleno B TOM, 4TO HEAOOPOCOBECTHBIE IPakJAaHE - MOIIEHHUKHU, HAPKOJIUJIEPHI, UHbBIE
3JI0YMBIIJICHHUKH, aCOLIMANIbHBIE U TICUXUUYECKU HE3I0POBBIE JIIOAU MO-CBOEMY OLICHHWIIN
BOo3MOxkHOCTH HMHTepHera. Benp wumeHHo Bcemupnas mnayrthHa JaeT BO3MOXHOCTH
MPECTYNHUKAaM JEHCTBOBATh AaHOHUMHO.

[ToaToMy HeOe30macHoe noBeeHrue B ceTu MIHTEepHET MOXKET HAaHECTH BPEI U BaM, U
BaIllUM POJHBIM M OJM3KUM JTt01siM. O0e301acuTh ce0sl He TaK YK U TPYAHO — JOCTATOYHO
CEpbE3HO OTHECTHUCH K MpobiemMe KubepOe30MmacHOCTH U COOI0aTh MPOCThIE MpaBUia, O
KOTOPBIX MBI PACCKaXKEM.

Mbl  mOroBOpuM O TpeX OCHOBHBIX  HAIpPaBICHUSX 1O  OOECIEYEHUIO
KnOepOe30MacHOCTH:

- 3all[MTa BalllUX KOMIIBIOTEPOB U raJI)KETOB OT BUPYCOB U BPEJOHOCHBIX MPOTPAMM;

- BUPTYaJbHOE WM KHOEPMOIIICHHUYECTRO;

- HapyIlIeHHe MOPAJIM U 3TUKU B OHJIAHH-OOLIEHUH, TPOJUJIMHT, pa3pyLIAOIINi Ballie
JUYHOE MPOCTPAHCTBO.

Mpb1 pacckakeM, Kak Ba)XHO YAENSATh BHUMaHHUE MAPOJIbHOW MOJUTHUKE, KTO MOXKET
MHTEPECOBAThCS Ballel crpanule B Konrakre, u mouemy He CTOUT KOPMUTH TPOJUIIEH, U
YeM OHM B IIPUHLIUIE ITUTAKOTCS.

Haunem MBI ¢ Tpex caMbIX 00IIUX MPAaBWJI, KOTOPbIC B HAIll MH(MOPMAIITMOHHBIN BEK
JIOJKHBI CTaTh BAalllUMU CITYTHHUKAMU HA BCIO KU3HbB:

1. TAPOJIM (k104 OT 10Ma)

Ucnonw3yiiTe Bcerjia MHAWBUYAJIbHBIE U CIOXXHBIC MApOJIM, COCTOSIIME U3 OYKB,
u@p ¥ CrielraIbHbIX CUMBOJIOB. VICKITIOUHTE UCTIONB30BAHUE TTAPOJIEH 110 YMOTYaHUIO, HE
COXpaHsNTE MapoJid B BalllMX rajpkerax u Opaysepax. [louemy Mbl ToBOpuUM 00 3TOM B
nepByto ouepenp? CTaTUCTHKAa TOBOPUT O TOM, YTO JIFOAM Majlo YACNSIOT BHUMAaHHS
MapOJIbHOW MOJUTHKE.

Tperuil rox moapsiA caMbIM MONYJISIPHBIM MapojeM B mupe sBisercs «123456».
[TomoOpath Takoif Mmapoyiib K BalldM TOpTajaM U TEPCOHAJIBHBIM  JIAHHBIM
3JIOYMBIIIJIEHHUKY HE JOCTABUT TPYHA.

PerynmsaprHo ocymiecTBisiiTe CMeHy mapoiield, oOecrmeumBasi KaXAbld pa3 uX
KOH(PUACHIIMATLHOCTh. DTO Balll CaMblii OOJIBIION CEKpeT, KaK KIIF0Y OT 3aMKa BXOIHOMN
JIBEpU B Ball JOM.

[IpaBumo niepBoe: «Kiro4 oT JoMa TOMKEH OBITh CEKPETHBIM, HAJACKHBIM, U TOIBKO
BAIIIUM, JIMYHBIM.



2. BUPYCBI u AHTUBHUPYCBI («MoeM pyKH C MBLIIOM»)

Jto60oMy KOMIIBIOTEPY WIIH TAJKETY MOT'YT HAaBPEIUTh BPEIOHOCHBIE IPOTPaMMBbI (MU
BUpYChI). OHU MOTYT CKOMUPOBATh, MOBPEAUTh WM YHUUTOXUTh BAXXHYIO MH(OPMALIUIO,
OTCJIEANTh BAalllM JIEUCTBUS M JAXE YKpAcThb cpencrtBa co cuera. lIporpammer «Hepsu»,
«Tpostab», «LIMMOHBD) - UX MHOKECTBO PA3HOBHUIHOCTEW U KPAaCUBBIX Ha3BaHUH, a CyTh
OJIHa — BCE€ 3TO BPEIAHBIE BUPYCHI!

s 3aIHThI KOMITbIOTEpA Ha HEM
YCTaHABJIUBAIOTCS CIICIMAJIbHBIC 3al[UTHbBIC
nporpamMmbl U GuIbTphL. VCmonp30BaTh MOKHO TOIBKO
JUIEH3UOHHOE  TNPOrpaMMHOE  OOecreyeHue ¢
aKTyaJbHBIMU OOHOBJICHUSIMHU.

P AR VY cranaBnuBaTh Ha10 Bce OOHOBIIEHUS, KaK TOIBKO
o..%  OHM CTaHOBATCS JOCTYyNHBIMHM. Henb3s J0mycKaTh
MCTEUYEHUSI CPOKA JICVCTBUA BaIlero aHTUBUPYCA.

He «kaualiTe mnporpamMMHbIe TPOAYKTHI U3  COMHUTEIBHBIX  HCTOYHUKOB
(aiimooOMeHHBIX ceTell u TOppeHTOB). He OTKphIBaiiTe 1 HE COXPaHSUTE MO03PUTEIBHBIC
daiinbl — cpazy ynansaite. He oTBedaiiTe Ha HEMTOHSTHBIE BaM PACCHLIKH.

N rnaBHOe - He mocemianTe pecypcbl C COMHUTEIBHOM pelmyTanuei, KOTOpbIE
BBI3BIBAIOT Yy Bac (WM y Balleil aHTUBUPYCHOW MPOTPaMMbl) TTOJO3PEHUS JTFOO0TO TOJIKA.
ComHeBaerech — He HaxkuMaiite «aa» i «<ENTER.

31ech MOXKHO MPOBECTH MPOCTYIO Mapajiellb — JEPKUMCS MOJAIbIIe OT BUPYCOB,
MOEM PYKH PETYISpPHO, XOPOIIMUM U KauyeCTBEHHBIM MbLIOM. IIpu mr000i COMHUTENBHOMN
cutyaunu: «MoeM pyKu ¢ MbIJIOM, K BUPYCaM HE MTPUKACAEMCSI.

3. HEPCOHAJIM3AIMA (noxkymeHTHI B celide)

Huxomy He mnepenaBaiiTe CBOM KOH(PUACHIMAIbHBIC JaHHBIC (JIOTWH, MapoJb),
CBHUJIETENBCTBO O POXKJAECHUH, MACIOPTHBIE JAHHBIC, aIpEC U MPOIKCKY, U JaKe Balln
dororpaduu. Takue «PpoBbIE CIEABD», ECIU UX CO3AaTh, MOTYT TAHYThCS 332 BAMHU BCIO
JKA3Hb. MOTyT HaBpEeIUTh BaM Ha IMYTH K JOCTUKEHHIO MTOCTABICHHOW 1enu. UrHOpupyiiTe
B cetu MIHTepHET mo00HbIe 3aMpOCHI.

[Tonywaercst ctpaHHO — JoMa U Ha paboTe MBI XpaHUM CBOM JIOKYMEHTHI B celide,
3aKpbhIBAE€M Ha KJII0Y. MbI IOHUMAEM UX BaXKHOCTh. A TIOTOM I10 HEITPOBEPEHHOMY 3aMpOoCy
OTKpbIBaeM ceid, aocTaeM ITOKyMEHTHI, (ororpadupyeM Hu TOCHIJIAEM IOCPEICTBOM
pecypcoB B cetu MHTepHeT. KonnuecTBo Jinil, KOTOPbIE MOT'YT MOJYYUTh JOCTYH K TaKUM
MOCJIaHUSIM, J1a’K€ TPYJHO IPOTHO3UPOBATD.

JlaBaiiTe 3alIOMHUM TpeThe NpaBuio: «Hamm 1okyMeHThI Bceraa B cefidey.

QUL LT e—

/laBaiiTe MOBTOPUM NpaBuJia:

1. k104 0T A0MA (3TO HAIIIM MTAPOJIN)

2. MOeM PYKH ¢ MbLIOM (Ka4eCTBEHHO 3allIUIIaeMCsl OT BUPYCOB)
3. JMOKYMeHTHI B celi(pe (He packpbiBaeM MepCOHAIbHbIE JaHHbBIC B

Cetn).

Jlanee, 00 omacHOCTSIX JJ1sl TPaXK/IaH U MPECTYIUICHUSIX B ceTu IHTEepHET. ..



YACTbD 1 - TPOJIVIMHI" u BYJIVIMHI'

JlaBaiiTe MOroBOPUM O T€X, KTO YaIlle BCETO JOCTABISCT BaM
oropueHue mpu oOmeHuun B MHTEpHEeTEe. ITO pazHOOOpa3HbIE
XYJUTaHbl, TJIaBHAs 1€db KOTOPBIX — YKOJOTh Bac, MCIYrathb,
OTOPYUTH WM 3aCTABUTh TPYOUTH B OTBET.

[Ipexxie Bcero, Mbl pacCKaXXeM O KaTeropuu HHTEPHET-
BpEANTENICH — 3TO TPaXKIaHe, MMCIOIITUE TIPECTYITHbIE HAMEPEHUS B
OTHOIIIEHUHU Bac JIMYHO, WJIU TMPOCTO 3JIbIe, HEBOCTIMTAHHBIC IIOJIH,
BBIXOJISIIIIME CHAaYaja 3a FPaHb BOCIIUTAHHOCTH, a 3aTEM U 3a I'PaHb 3aKOHA.

Camplii pacipOCTpaHEHHBIN BUJ XyaUTaHCTBA B CeTH — 3TO TPOJUIHHT.

Tpomnmuar — Qopma TPOBOKAIMM WIM H3EBAaTEIbCTBA B CETEBOM OOIICHUH,
UCIIOJIB3YIOMIAsICS KaK MEepCOHU(UIIMPOBAHHBIMU YYAaCTHUKAMH, 3aMHTEPECOBAHHBIMU B
OO0JBIIIeH y3HABAEMOCTH, MyOJIMYHOCTH, dTIaTaXKe, TAaK 1 aHOHUMHBIMU TI0JIb30BaTEIsIMU 0€3
BO3MOXXHOCTH MX UACHTU(DUKAIIIH.

[IpssMyro aHATOTHIO U3 OOBIYHOM KU3HU JJIS SIBJICHUS TPOJUTMHTA TTO100PATh HEJIETKO.
brnwxaiiimre noHATUS — 3TO UCKYIIEHUE, POBOKAIMS U MOACTPEKATEIIbCTBO — TO €CTh
CO3HATENIbHBIA 00OMaH, KJIeBeTa, BO30YKJICHHE CCOP M Pa30pOB, MPU3BIB K HEOIar OBUTHBIM
JICUCTBUSM.

3T0 €I0BO MPUOOPEITO MONYJISPHOCTH U3-3a €0 3HAYEHUSI — «TPOJUICH» KaK CYIECTB,
YIOMHHAEMBIX B CKaHIWHABCKOW MwuQomorun. Mudomorudeckue CymecTBa TPOJUIH,
O0COOEHHO B JIETCKMX paccKazax, M300pakaroTCs B KAYECTBE YPOJJIMBBIX, HEMPHUITHBIX
CYIIECTB, CO3JaHHBIX JJIS MPUIMHEHUS BpEaa U COTBOPEHHMS 3J1a.

Peanpubiii Tposute B MIHTEpHETE NMUTAETCsS BAIIMMU HETATUBHBIMU SMormsmu. OH
3aJ1aeT BaM KaBEp3HbIC BOMPOCHI ¥ TOTOM M3JI€BACTCS HAJT BAIITMMHU OTBETaMH, OH IETUISICTCS
K Balllell aBaTapKe M BBICMEHMBACT BAIlly BHEITHOCTh, OH JPa3HUT Bac 3a POCT, BO3PacCT,
MUIIET OOMAHBIE BEIIM MPO BAIIMX POJHBIX WU JApy3ei... Kak Tombko BbI 00MAENUChH,
OTOPYMIIUCH WM UCTTYTAIUCh — TPOJUTH TOOUIICS] CBOETO.

JlaBaiite 3amomuuM mpoctoe mpasmio: HE HAJIO KOPMUTB TPOJUIEN. Ecinu BbI
3aMEeTUJIU, YTO KTO-TO B CeTH BeseT ce0sl Kak TPOJUIb — BBl MOKETE JIETKO 1odenutsb ero. U
Baia modea OyJaeT 3aKIF09aThCsl B TOM, YTO BBl IEPECTAHETE €T0 KOPMHUTH — HE CITOPHTE C
HUM, HE TMBITAWTECh OMNPABAATHCS WJIM 4YTO-TO OOBsCHUTHL. He kopmute Ttpos!
EnuHCTBEHHOE, YTO €My HYKHO — 3TO Bama peakmnus. Kak TONBKO BBl TEPECTAHETE
pearupoBaTh — OH O4Y€Hb OBICTPO MOTEPSET K BaM UHTEPEC.

["opaszno onacHee cutyarys, KOTja Bac HAUMHAIOT OOMKATh JIFOIH, KOTOPBIE 3HAIOT Bac
augHO. B ciydae, korga BBl BUAWTE, YTO NMPOTHUB BaC HAUMHAETCS KOJUICKTHUBHAS TPABIIS —
HU B KOEM Cily4yae He paccTpauBaiTech W He 3aMbikaiiTech. B CeTu moasm cBOMCTBEHEH
CTa/IHBII HHCTUHKT, U MHOTHE U3 TE€X, KTO BKJIFOYACTCS B TPABIIIO, IMYHO TIPOTUB BaC HUYETO
He nMeroT. OHM MPOCTO TMOAJANKNCH CTaJHOMY YYBCTBY, M 3TO TOBOPHUT O HUX OYECHB
KPaCHOPEYMBO — 3HAYMUT, Y HUX HET CBOETO MHEHHS, U OHHU SIBISIOTCS MOCIYIIHBIMHU
KYKJIaMH B Uy)KHX PyKax.

TeOst HaUMHAIOT aTaKoOBaTh — MPOCUTH (oTorpaduu Ui NEepcoHaIbHBIE IaHHbIE, TEOE
HAYMHAIOT YTPOKATh C Pa3HOHN apryMeHTaIuel, IpOTUB Te0s OpraHU3yeTCsl KOJUICKTUBHOE
npecnenoBanue. OCKOpOIeHUS, YIpO3bl, HCKAKEHUE BalIUX H300paKEHUH — BCE ATO HE
0€300MTHBIC MIYTKU. ITO — OYJUTMHT Wiu 1151 ceTh UHTepHeT — KuOepOy UTHHT.

Ecnu BBI CTONKHYINCH ¢ KHOSPOYIITUHTOM — HEMEJICHHO COOOIUTE 00 3TOM CBOUM
Onmu3KkuM Wiau yuurtensm! Ecnu i1 TpaBiM MCMOIB3YIOT BAlllM MPOILIbIE OMIUOKUA WU




HEMPABUIIBHOE MOBEACHHUE — rOpa3/io MPoIIe Cpa3y NPU3HATHCS B 3TOM IE€pe] CTAPIINMU,
YeM 3aroHSATH MPOOJIEMYy BHYTPb.

KubepOymmuar (anri. bullying) — arpeccuBHOe mpecienoBanue B cetd MHTEpHET
OJTHOTO W3 YICHOB KOJUIEKTHBA (OCOOCHHO 3TO aKTyaJdhbHO CeHYac sl KOJUICKTHBA
IIKOJILHUKOB) CO CTOPOHBI OCTAJIBHBIX WJICHOB KOJUIEKTHBA WM ero 4dactd. [Ipu Tpamie
YKEPTBA OKA3bIBACTCSI HE B COCTOSIHUU 3aIUTUTH ce0sl OT Hamnanok. KubepOyuiuHr - TpaBis
B nicuxojoruueckoit opme. [IposBisieTcss BO BCeX BO3PACTHBIX M COIMAJIBHBIX TPYIITIaX.
ByuiuHT NpUBOAUT K TOMY, UTO KEPTBA TEPSIET YBEPEHHOCTH B cebe.

B sTom ciydae oueHb BaKHO MOHMMATh, YTO TPABAT 3J0YMBINIJICHHUKH, TPaBIT 0e3
OCHOBATEJILHO M HET MPUYHUH JIJISI PACCTPOMCTBA, CHUKEHUS camoolleHKu. Hajo 3HaTh, Kak
JICUCTBOBATH B CJIOKUBUICKCS CUTYAIUU.

O06s13aTenpHO COOOIINUTE B3POCIIBIM O ITPECcIe0BaHUN Bac B ceTH VIHTEpHET U IPUMHUTE
BMecTe penieHue 00 oopaienny B nonunuio. He nepexuBaiite B TallHE OT pOAUTENEH TaKue
CUTYyaLlNH.

W Hukoraa He npyHUMAaNTE CaMU y4acTHE B TAKMX MHTEPHET-KAMITAHUSAX IPOTHUB KOT'0-
u6o0.

Ha sTom ypoBHE MHTEpHET-Yrpo3 — Ballle JOCTOWMHOE MOBEICHUE ABJISETCS TJIABHOM
3alIUTON U FTapaHTOM Balller0 CIIOKOMCTBUS, U BalllUX OJIM3KHUX.

Yacrtes 2 - XAKEPBI HE JPEMJIIOT

Pebsara, WMuTepHer ceilyac crtaym MeCTOM, TJ€¢ MHOTHE
MPOBOAAT OOJBIIYI0 4YacTh CBOEH Ku3HU. [lomuMo oOiieHwus,
NHTepHET 1aeT o4eHb MHOTO BO3MOKHOCTEU: HAIpUMeEp, Yepes
NHTEepHET MOKHO COBEpIIATh MMOKYNKH, IUIATEXU 3a Pa3HbIC
YCIIYTH, JJaXe ¢ TOCYJIapCTBOM ceidac cTajio yno0Hee U ObIcTpee
o0miaThcs He IM4YHO, a B CeTw.

Ha cnenyromem, Gojiee TEXHOJIOTHMYHOM YPOBHE B CETH
HNHTEepHET BO3HUKAET yIpo3a HECAHKIIMOHUPOBAHHOI'O IOCTYIA K
BalllUM MHTEPHET-pECypcaM, KOMITbIOTEpaMm, rajikeTaM, 0aHKOBCKHUM M UHBIM KapTam, JTaKe
K BalllUM aKKayHTaMm B OHJIaliH-urpax. Bce »To pabora xakepoB pa3HOro TOJIKA, IEJ]b
KOTOPBIX — MaTepuajbHas HaxuBa. He3akoHHas NESITENbHOCTh M0 OTHEMY BUPTYaIbHBIM
CrIocOOOM JIEHET U UHBIX IIEHHOCTEHN y rpa)<iaH.

31ech Bbl MOXKETE CTOJKHYTHCSA C MOLIEHHHYECTBOM, MPEXKAE BCErO, a TAKKE C
OJIOKHPOBKOM KOMIbIOTEpPA C JAJIbHEUIINM BBIMOTaHUEM JIeHEr (3a pa30JIOKUPOBKY), C
MPSMBIM XUIIECHUEM CPEIACTB U IECHHOCTEW C BAllIUX CYETOB U aKKAYHTOB.

N B mocnenHee BpeMs MOSBUIOCH MHOIO MOILIEHHHKOB, KOTOpPbIE BBIMAHHUBAIOT Yy
JIOJIeN JI€HBI'H, TOJIb3YSICh MX HErPAaMOTHOCTHIO WJIM HEBHUMATEIHHOCTHIO MPU paboTe B
HNurtepnere.

Camblii pacnpoCTpaHEHHbIM BHUJ HHTEepHET-momeHHudectsa — OUIIMHI. 3Oto
paboraer Tak. BaM Ha modTy NPUXOAUT C BHUJY COBEPIIEHHO O€300MIHOE MHCHMO,
HampuMmep, U3 TelneOHHON KOMIAHWUU, O TOM, YTO HEOOXOIMMO 3alOJIHUTh KaKHe-TO
dbopmbl Y HUX Ha caiite. Bpl MpoxoauTe Mo CChUIKE B MUCHbME — U TOMNAJaeTe Ha CauT,
BHEIITHE HEOTJIMYUMBIN OT HACTOSIIEr0, OMUH B ouH! BbI 3amonHsiere hopmy, ocTaBiseTe
CBOM JIMYHBIE JaHHbIE, HOMEp Tele(oHa, PEKBU3UTHI CBOCH KPEAUTHOW KapThl — U C HEE
pPa3oM CIHUCBIBAIOTCA MOYTH Bce AeHbru! OKa3pIBa€TCs, YTO CAWT MOIJEIbHBIM, U K
HACTOSIIEMY CAalTy HUKAKOrO OTHOIICHMs He mMeeT. HalTu TakuxX MOIIIGHHHKOB ObIBacT




OYEHb CII0KHO — BEIb TAKUX CAWTOB OHM CO3JAI0T AECCATKHU THICAY, U CYLIECTBYIOT OHHM
OJIMH-/BA JIH, IIOCJIE YEr0 UCUYE3AI0T BMECTE C BAILIMMU JICHbI'aMH.

Celiuac akTUBHO pacTeT urpoast HHAycTpus. A Bel urpaere B onnaitn urpei? Mmeer
IJIaTHBIN akkayHT? PoguTenu napsT npeMuanbHbld 10CTyn K urpam? Tak BOT, UMEUTE B
BUJTY, UTO UTPOBOE MOILIEHHUYECTBO — TOXKE OYE€Hb pa3BUTOM Ou3Hec. Jlaxke BUpTyalbHBIE,
HEONIYTUMbIE HAOIIYIh BEIIU — TaKWe, HApUMeEp, KaK KYIUICHHBIA TaHK WU UTPOBOE
OpY’KH€ C CKa30UYHOM CTPATETuu — MPEJCTABISAIOT COOOM IIEHHOCTh,  KOTOPYIO ~ MOHO
YKpacTh ¥ MOTOM NEPENPOAATh, KAK OOBIYHBINA BETOCUIIE/.

3anoMHHTE OYEHb YETKO — POJUTENH JOKHBI OBITh B KypCce BCEX BaIllUX JCHCTBUN B
Ceru, CBSI3aHHBIX C OHJIAWH-TJIATEXKamMu. TOJIBKO B3pOCIbIE MOTYT OBICTPO OTMEHUTh
OIMOOYHBI WM HENpPABWIbHBIA IUIATEX U OOpPaTUThCS B MOJUUUIO B Cily4yae
MOIICHHUYECTBA.

Hukorna, HM mOpu KakuxX OOCTOSTENbCTBAX HE COOOMIAWTE HUKOMY PEKBH3UTHI
TUTACTHKOBBIX KapT, BAIIUX WU POAUTENbCKUX. OCOOCHHO 3alUIIIEHHBIMU JTOJKHBI OBITh
PIN-kob1 (OHU HY>KHBI JIs1 KCTIONIb30BaHus B 6ankomaTax) U CVV-Kojbl, HallMCaHHbIE HA
000poTe KapThl (OHU UCHOIB3YIOTCS IPU MHTEPHET-IIIATEXaX U OTOMY HE JOJIKHBI ObITh
U3BECTHBI HUKOMY).

@OUIINHT

OuImUHT - Kpaxa J00bIX MEPCOHATBHBIX JTaHHBIX, BIAJCHUE KOTOPHIMHU IO3BOJISET
MPECTYNIHUKAM II0Jy4YaTh BBIFOAY. OJTO CEPUM MU HOMEpa MAacHOpTOB, PEKBU3UTHI
OAHKOBCKHX KapT U CYETOB, ITAPOJIX JIJIS1 BXO/A B 3JIEKTPOHHYIO MOYTY, INIATEKHYIO CHCTEMY
Y aKKAYHTBI B COIIMAIBHBIX ceTsiX. [lepconanbHyto nHGOpMAIINIO MOIIIEHHUKH UCTIOIb3YIOT
JUISL TIOJTYYEHUsI JOCTyMa K aKKayHTaM, K KOTOPhIM MpPUBsA3aHbl OAHKOBCKHE KapThl, YTO
IIO3BOJISIET IMOXUIIATh C UX CYETOB JEHEXKHBIE CPEICTBA.

JUist Kpaki TMepCOHANbHBIX JaHHBIX (PUILIEPhl MACCOBO PACCHUIAIOT AJIEKTPOHHBIE
NYMCbMa OT UMEHM TOCYJApCTBEHHBIX OPraHOB WM WM3BECTHBIX KOMIIAaHWM, HampuMmep,
KPYIMHBIX OAaHKOB WM OHJIaliH-Mara3uHoB. VX 1eib - 3aCTaBUTh MoyvyaTelei IepenTu mo
yKa3aHHOW B THUCHbME CCBhUIKE Ha MOJACNbHBIN CalT KOMNaHWU, UHTEpdehc KOoToporo
BHEIIIHE HE OTJIWYMM OT HACTOAILErO CalTa, U BBECTU CBOM JIMYHbIE JaHHbIe. s
MPUBJICUCHUS BHUMAHUS K TUCbMY B TEME YKa3bIBAECTCSI HA MEPCIIEKTUBY OOJIBIION BBITOIbI
WK Ha IPo0JIeMy, TPEOYIOIYI0 CPOYHOTO Pa3pEIICHHS.

[ToxacTaBHBIE CTpaHUIIBI ISHCTBYIOT HEJIOJTO - KaK IIPaBUIIo, HE Oojiee OHOM HeAenH,
BBHJly 4acTOro OOHOBJIEHHUS 0a3bl aHTU(UIIMHIOBBIX MporpaMMm U (GuiabTpoB. OgHAKO
MOIIIEHHHKH, CJIEYs OTJIQKEHHOU CXeMe, CO3/Ial0T BCE HOBBIE M HOBBIE CAaUThI-(paIbIIIUBKU
JU1s1 cOOpa MepCOHATbHBIX JIaHHBIX.

Tak, crmamepbl aKTHBHO pacChUIaiM MO BCEMY MUPY (DajbIIMBBIE YBEIOMIICHUS O
BBIUTPBIIIIE B JIOTEpEsiX, NpuypodeHHbIX K Yemnuonaty EBporibl o ¢yTtdomy, Onummuane
B bpazunuu u Uemnuonaram mupa no ¢pyroony B 2018 u 2022 rogax. Jlyig nonydeHus aeHer
MOJIy4aTeN0 IHMChbMa MPEAIArajloch BBECTM HA CAUTE€ HECYLIECTBYIOLIEH JIOTEPEH
NEePCOHAIBHYIO MH(OpMAIHIO.

Kurenmn Poccum monydanu nucbMma, 3aMACKUPOBAaHHBIE IO YBEIOMJICHHS OT
denepanbHOM HanmoroBou ciyx0bl u Ilencnonnoro ¢gouma PD, mpumepHo cremayromero
COJIEpXaHUs: «YBaKaeMblid HAJIOroIIaTenbuK! Y Bac BBIsBIEHA 3310JKEHHOCTh. CpoK
noramenus jgoira jgo 01.12.2018 r. ITogpoOuee Bol MokeTe 03HAKOMHUTBHCS, TIEPEHIS 110
CChUIKE... » Win «OCyIIECTBICH MepepacueT NEHCUOHHBIX HakKoruieHui. OO0sa3aTeNbHO
O3HAKOMBTECH MO CChUIKE...». [lociie mepexona Ha MOAAEIBbHBIA CAUT rOCYIapPCTBEHHOTO


https://ru.wikipedia.org/wiki/%D0%AD%D0%BB%D0%B5%D0%BA%D1%82%D1%80%D0%BE%D0%BD%D0%BD%D0%B0%D1%8F_%D0%BF%D0%BE%D1%87%D1%82%D0%B0
https://ru.wikipedia.org/wiki/%D0%AD%D0%BB%D0%B5%D0%BA%D1%82%D1%80%D0%BE%D0%BD%D0%BD%D0%B0%D1%8F_%D0%BF%D0%BE%D1%87%D1%82%D0%B0

oprana ansi moiaydeHus Oosnee moapoOHOW WHGOpPMAIMU TOJIB30BATENO IMPEAIAraJoch
BBECTHU CBOU M€PCOHAJIbHBIE JaHHBIE.

OOparure BHUMaHHWE, YTO JIMYHYIO HMHMOPMALMIO MOXKHO BBOJUTH TOJIBKO MpHU
0e3omacHoM coenuHeHun. Beerga cMotpute B agpecHyto ctpoky - URL BeO-caiita momken
HauuHaThcs ¢ «https://», a B uHTepdeiice Opaysepa 10KHA MOSIBUTHCS MKOHKA 3aMKa.

He ucnons3yiite 0011eCTBEHHbIE OCCIIPOBOIHBIE CETU U YCTPOMCTBA IJisi PabOTHI C
au4HOU MH(popManmei. He moceuiaiite mo moure v 4epe3 UHTEPHET-MECCEHKEPhl KOITUH
CBOMX JJOKYMEHTOB. Jlaxke poJACTBEHHUKAM U JIPY3bsM.

MoIieHHUKHN, UCIOJIb3Ysl AJEKTPOHHBIE aJpeca, CXO0XKHE C aJpecamu JIeTalbHbIX
OpraHu3aluii, pacChlIalOT OT UX UMEHHU COOOIIEHUS, COIepKAIINE CChUIKY Ha CKaYMBaHUE
OTKPBITKH, MY3bIKH, KAPTUHKH, apXUBa WU NPOrpaMMbl. 3aMyCK BIOKEHUS WIH MEPEXO0]
II0 CCBUIKE MOYKET WHULMAIU3UPOBATh YCTAHOBKY HA YCTPOMCTBO BPEIOHOCHOCHOM
porpaMmsl (BeIMOraTens-0J0oKkupaTopa, mudpoBalibliMKa, TPOSHCKON MpOrpamMmsbl) WA
e odopMIIeHHE TMOAMUCKA Ha TUIATHYIO YCIYTy. BBIONHSANTE perynspHO pe3epBHOE
KOIIMPOBAaHUE BaXHOM JJIs1 Bac MH(GOpMaIMK, 4TOObI Nepe3arpy3ka Ballero KOMIIbIOTEpa,
VI BBIHY>KJICHHAsi CMEHa IPOrPaMMHOr0 0a3nca Ballero KOMIbIOTEPa (XaKEepPCKUE aTaKu —
3TO HE PENIKOCTh, U HE (PaHTACTHKA), HE CTaja JIJIs BaC CIUIIKOM YyBCTBUTEIHHOM.

CKUMMUHT

CuuThiBaHUE JAHHBIX KapThl TMPU TOMOIIM YCTaHABIMBAEMOro Ha OaHKOMAT
CHEIUaNIbHOr0 ycTpoicTBa (ckummepa). C MOMOIIbIO HEro 3JI0yMBIIUICHHUKHA KOMUPYIOT
nH(GOPMAITUIO ¢ MAarHUTHOW IOJIOCHI KapThl (MMs JepiKaTeis, HOMEp U CPOK JCHCTBUS
KapThl). [l cuuThIBaHMS THMHKOAA TNPECTYNMHUKH YCTAHABIMBAIOT Ha OaHKOMaT
MUHUATIOPHYIO KaMepy WM HAKJIAIKy Ha KJIaBHATYPY.

3aBnaneB wHbOpMaIMenn O KapTe, MOIIEHHWK W3rOTABIMBAET €€ JyOJIMKaT u
pacrnopsKaercs JEHEKHBIMHU CPEICTBAMU JEp>KaTessi OpUTMHAIBHOM KapThl.

«HHoxynkmw» B UHTEpHETE

MOIIEHHUKN TPHUBIEKAOT MOTEHUHUAIBHBIX >KEPTB HU3KMMH LIEHAMU Ha TOBAapHI
U3BECTHBIX OpeHaoB. [lokynarenel npocAT BHECTH MPEAOIIIATy, KaK MPaBUIIO, IEPEBECTU
JICHE)KHBIE CPEACTBA Ha J3JIEKTPOHHBIN KOLIENEK. B TeueHue HECKOJbKHUX JHEW MarasuH
o0emaeT CKOpyIo JOCTaBKY TOBapa, MOCJie Yero OeccieHO Ucue3aer.

Cxoxuii crtoco0 MOIIEHHUYECTBA UCIIOB3YETCS TPU NPOJAKE TOBAPOB MM YCIYT Ha
ANIEKTPOHHBIX  JIOCKaX OOBSIBICHUHM, WHTEpHET-ayKIMOHAX, (opyMmax, cepBucax
OpoHUpOBaHMs HEABMXKUMOCTH. Kak W B ciaydyae ¢ MHTEpHET-MarasuHaMu, MOIIEHHHKU
MPUBJICKAIOT CBOMX JKEPTB HU3KUMU IIEHAMU U TPEOYIOT MEPEUUCIICHUS MPEAOIIaThl Ha
AIIEKTPOHHBIN KOIIeNEeK UM OAHKOBCKYIO KapTy.

3BOHKHM U «BBIMTPBIII)

«Bam BbArpsiy. C MOMOIIBIO MACCOBOM PACCBUIKM AJIEKTPOHHBIX MHCEM U CMC-
COOOIIEHUN MOIIEHHUKH OMOBEHIAIOT IMOTEHIUAIBHBIX >XEPTB O BBIMIPHIIIEC I[EHHBIX
npu30B. JJisi UX MOTy4eHUs 3710YMBIIUIEHHUKH MPOCSAT MEPEBECTU HA JIEKTPOHHbBIEC CUETa
HEKOTOPYIO CYMMY JI€HET, OOBSICHSISI 3TO HEOOXOIMMOCTBIO YIUIAThl HAJIOI'OB, TAMOKEHHBIX
NOLUIMH WIM TPAHCIIOPTHBIX PACX0JI0B.

«bnarorBopUTeNbHOCTY). MOIIEHHUKN Pa3MEIIAlOT B COLIMAIBHBIX CETSIX WM Ha
dbopymMax TMOMIOXKHBIE OOBSIBICHUS O cOOpe CPEACTB TSHKETOOOIBHBIM JAETSIM WU
0€3710MHBIM KUBOTHBIM WJIH JENAIOT PEMOCTHI PEATbHBIX OOBIBICHHUM, HO C TIOJIJIOKHBIMHU
OAHKOBCKMMH PEKBU3UTAMH.

«3BOHOK u3 Oanka». IlpeacraBassice coTpyAHUKaMH OaHKa, MPECTYIMHUKU
003BaHUBAIOT KJIMEHTOB U TOJI PA3JIMYHBIMU MPEJIOTaMU BBISICHSAIOT Y HUX HOMEpa Kapr,



OJTHOPA30BBIC TAPOJU M KOIBI JOCTyINa, HEOOXOAMMBIC TSI MPOBEACHHS OMEparfii mo
O0aHKOBCKMM KapTaM. Takke ¢ HoMepa-JIBOMHMKA 0aHKa MOIIEHHUKH MacCOBO PACChLIAIOT
KJIMEHTaM OaHKa CMC-COOOIIEeHHs O OJOKMpOBKE KapThl. Jljis pa30JIOKHPOBKH UM
MpeaiararoT MepeBeCTH JIEHbI'M HA CUET WM OTIPABUTHh CMC-COOOIIEHHE HA KOPOTKUU
HOMEp. DTOT CHOCOO MOILIEHHUYECTBA SBISIETCSl HanOoyiee HOBBIM. 3JI0YMBINUICHHUKA
opopmisitor obnaunyro ATC Ha 0gHOPA30BYIO CUM-KapTy, a 3aTeM 4yepe3 BeO-unrepdeiic
MEHSIOT TeJe()OHHBIN HOMEp CBOEH CTaHIMU Ha TeleOHHBIN HoMep OaHKa.
3amuTa 0aHKOBCKOH KAPThI

- HUKOMy He coobmare nuH-, CVC- unmu CVV- koasl OaHKOBCKOW KapThl H
OJTHOpa30Bbie mMapoju (B MpOTUBHOM cilydae MOIICHHUKA MOTYT MOJYYUTh PEKBU3UTHI
KapThl, THOO clIeTaTh KOMUIO TIPH MOMOIIH CIEIIHATBHBIX YCTPOMCTB U UCIIONIH30BATh UX B
JAbHEHIIEM TSI U3TOTOBJICHUS TTOIICIIKH);

- B Ciy4ae mToOTepu OaHKOBCKOW KapThl HEMEJICHHO ITO3BOHUTH B OaHK A
OJIOKUPOBKH - ATO TMIOMOKET COXPAHUTh JICHE)KHBIC CPENICTBA,

- PY BBOJIE TMH-KO/1a MPUKPHIBATh KIIABUATYPY;

- B clly4ae HEKOPPEKTHOU paboThl OaHKOMAaTa - €Clid OH JI0JTO€ BpeMsi HaXOJUTCS B
peXUME OKUAHUS WM CAMOIIPOU3BOJIHLHO MEePE3arpyKaercs - PeKOMEHIYETCs 0TKa3aThCs
OT €ro WCIOJb30BaHUSA. Benuka BEpOATHOCTH TOTO, YTO OH TIEPEnporpaMMHUPOBaH
3JI0yMBITUICHHUKAMHU.

8 UHTepHeTte

Jawmra, Heobxogumo
JAMMULATE KOMNBIOTERWM NTPpW

» Yeranasnueanre

- NOMOWM CONPEMEMMRIX

Bgee 0OHOBNEHUA, [ | I TeXHONOTWH NoaobHo Tomy,
KaX TONbKO OHW CT3HOBATCH | E KK Mbd 3aMIACM goepi n
. HaluMx A0Max
[OCTYNHb O B = e
~—i_I_ | BesonacHocTe, Hawe
* ABTOMaTHYeCcKOE NOBSARHME SOMIKHD
obHosneHune obecneunsaer 3AUMULETE OT ONACHOCTER
HAaUNYYLWYIO 33LUNTY Mureprera,

YACTb 3 - 3JIOJIEHA nporsrusaer k Bam pyku B BAPTYAJIbHOM MUPE

A Tenepp Mbl MOTOBOPUM O TPETHEM, CaMOM OIACHOM
YPOBHE MHTEPHET-YI'PO3, T/I€ LENIbIO SBISECTECH YKE UMEHHO BB,
a He Baml komenek. FIMEHHO Bac XO4eT BUPTYaJbHBIM 3JI0AEH
BOBJICYB B NIPECTYIHYIO, IPOTUBO3aKOHHYIO JAEATEIBbHOCTb.

Pexnamupys 3aMevaTeNnbHbIN 3apaboToK o
pacnpocTpaHEHUIO0 HAPKOTUKOB, OOEIIas IEHbI'M 3a MPUOBITHE HA
MUTHUHTH W Mapllly, 3ampaiivBas y Bac MHTUMHBIE (OTO 3a
OOJbIIME JEHBIM — BCE AITH ODKCTPEMHCTHI, HAPKOJIUIUIEPHI,
M3BpAlICHIbl — HAPYIIAIOT 3aKOH. Bce 3TO peanbHbIE YrOJOBHO HAaKa3yeMbIE JNESHUA, U
WHTEpPHET 3/]1eCh — JIMIIb BUPTyajbHAs HUTOYKA K BaM, NPOTITMBaeMas HACTOSIIMMU
MPECTYITHUKAMMU.

Tak 3a mnocimenHee BpeMs pPE3KO BO3POCIO KOJIMYECTBO IPECTYIUIEHHUM €
WCIIOJIb30BAHMEM COLIMANbHBIX cerell B MHtepHere. bonbimas yacte nerel, CTaBIIMX
00BEKTOM TAKOro MPECTYNMHOI'0 HACWINA, HE AOCTUINIM 16-neTHero Bo3pacra. TyT CTOMUT




0o0paTuTh Balle BHUMaHUE Ha To, 4TO B Poccuiickoit @eneparun ycTaHoBIeH o0t 16-
JIETHUW BO3pACT YrojoBHOW oTBeTcTBeHHOCTH (4. 1 cr. 20 YK P®), a 3a ornenbHbIe
npectyruieHus ¢ 14-nernero Bo3zpacta (4. 2 c¢t. 20 YK POD).

Hlupokoe  pacnpocTpaHeHHE  MOOWIBHBIX, CpPEACTB  CBSI3U, JIOCTYHMHOCTh
UCIIOJIb30BaHUs ceTH MHTEpHET, OTCYTCTBHE B BUPTYAJIbHOM MHUPE «TEPPUTOPUATIBHBIX)
IPaHUILI, HEOTPAHUYEHHAsI BO3MOXHOCTh aHOHUMHOT'O 00IIEHUs U ObICTpOoro oomMeHa (poro
W BHJIEO TO3BOJIOT JIMIAM, WMEIOIIMM IPECTYIIHbIE HaMEpEeHMs, COBEpLIaTh
IPOTHUBOIIPaBHbIE JIEHCTBHUS B OTHOLIEHMHM Bac Kak HecOBepIIEHHOJETHUX. B cuiy
BO3pacTa, JI0OOMBITCTBA U YyBCTBA 0€30MACHOCTH B JOMAIIHUX YCIOBHSX JIETKO BCTYIHTD
B Pa3roBOpBI HA 3alPETHBIE TEMBI, B TOM YHUCJIE Pa3BPALLAOLIEr0 XapaKTepa.

¥ Bac Moryr oOMaHHBIM MYTEM Yy3HaThb HOMEpP Balledl KPEIUTHOW KapTOYKH, U 3TO
BBI30BET (DMHAHCOBBIE MOTEPH, TAKXKE MOTYT CKJIOHUTh K COBEPIICHHIO MOCTYIIKOB,
HapyLIaoLKUX paBa APYTrHX JIIOA€H, YTO B KOHEYHOM CUETE MPUBEIET K BOSHUKHOBEHUIO Y
Ballleil ceMbU pOOJIEM, CBA3AHHBIX C HAPYILIEHUEM 3aKOHOB.

Takxke MOryT yroBOpHUTh COOOLIUTH KOHPUIAEHIMANbHYI0 HHPopManuio. CBeaeHus
JUYHOI0 XapakTepa, Takue Kak Bame ums u pamuins, agpec, BO3pacT, NoJA U HHGopManus
O CEMbE, MOT'YT JIETKO CTAaTh W3BECTHBIMHU 3JIOYMBIIIICHHUKY. Jlaxke eciu cBeneHus o Bac
3anpaniuBaeT 3acilyKUBAIOIas JOBEpUs OpraHU3allvs, BCE PABHO HYXKHO 3a00TUThCS 00
oOecriedeHNU KOH(DHUICHIIMATLHOCTH dTOoM uHpopMammu. M 00sg3aTeNnbHO COOOUTUTH
POIUTEINSAM O MOAOOHBIX CIydasix.

WNHorpa u3-3a Bamiedd HEBHUMATEIBHOCTH MOXHO OTKPBITh HEMOHSTHOE BIIO)KEHHE
3JIEKTPOHHOM MOYTHI WK 3arpy3UTh ¢ BeO-y371a HeOe30NacHbI KO U B KOMIIBIOTEP MOXKET
NONACTh BUPYC, «UEPBbY», «TPOSAH», «30MOM» WM IPYrol KojA, pa3paOOTaHHBIA CO 3JIbIM
YMBICIIOM.

OpnHoli U3 BaXXKHEUIIUX yrpo3 SIBJISETCS BOBJIEUEHUE YEPE3 pas3sIMyHbIe COLIMAJIbHBIC
CeTH B pacnpocTpaHEHUE HApKOTUKOB. [loApocTkM W make MX POAUTENM HE A0 KOHIA
OCO3HAIOT BCEW IOJHOTHI OTBETCTBEHHOCTH, KOTOpas mocieayer. bosee Toro, Ha caMom
NEPBOM JTalle HEKOTOpbIE 3aKJIaJUYMKH BOCIPUHUMAIOT MPOUCXOMSIIEe KaK HEKUH
YBIIEKATEJIbHBIN «KBECT).

Kak mnpaBuino, caMu OHM HApKOTUKM HE YINOTPEOJIAIOT, MHOTME - W3 BIIOJIHE
0JIarornony4yHelXx cemMed. A BOT CpOK, KOTOpBI TpPO3UT MM IO CTaTbe 3a COBIT U
pacnpoctpaHeHue HapkoTukoB 8-15 net (4. 1 cr. 20 YK PD).

Bor oaun w3 npumepoB: B  EkarepunOypre mnomuieickue — 3ajepiKaiu
16-netuioro Codpro. ['ynmsisi ¢ TpexieTrHUM OpaToM MO TOpPOAY, OHA pacKIajbIBaia
CUHTETMYECKUE HApKOTUKHM, HOCHJIAa HX ¢ coboil B makere wu3 «MakaoHanjacay.
B kBaptupe y Hee Hanuiu emie 6,2 KujgorpamMma «CUHTETHKW». Codbs TOBOPUT, UTO HE
XOTeJla 3aBUCETh OT pOoAMTENeH M pemnia noxazapaborats. [lo ee cioBam, moHavanmy He
MOHMMAJIa, YTO PACIPOCTPAHSAET HAPKOTUKHU. A KOrja OCO3HaJla M pelInyia OTKa3aThCs,
HApKOJMWJIEPHI CTAJIA € yrpo’KaTh: MOJI, Y HUX €CTh €€ MACIOPTHBIE JaHHbIE U HE Jall Oor
4YTO-TO CIYYHUTCA C €€ poacTBeHHMKamu... Kak okaszanocs, 1o storo Co¢bs He
IpUBJIEKANTAaCh, XOPOIIO YYWIACh, 3aKOHUYMJIA BOCEMb JET MY3bIKAJIbHOM IIKOJbI Ha
ckpunke. Teneps et rpo3ut 10 €T TIOpPbMBI.

MOJBEJEM UTOT



[TonBoas uTor, Mbl MOMPOCHUM Bac - OyAbTe OAUTENbHbI
TOYHO TAK e, KAK U B PeaJIbHOM KU3HU.

He3nakomenr — kaXKabplk, KOrOo BBl He 3HaeTe JU4YHO. He
NOBEpSIUTE HWHTEpHET-3HAkoMcTBaM! WM He kmure, dYTO
MPECTYITHUK Cpa3y IMOKAXKET CBOE JIMIO, U C aBaTApPKW HA Bac
Oynet cMoTpeth bapmareil. Ckopee, HalIpOTHUB.

[Toacka3skor BaM JOJKHO CTaTh COJEPKAHUE MEPBOU KE
MPOCHOBI HIIU TTPEITTIOAKECHUS.

Yro-to Bac Hactopoxuno? IlIpekparure o0UmIeHHE,
HUKAKHUX JUCKYCCHMH, CHUMHUTE CKPHMHIIOT, 3a0JIOKUPYHTE
3TOr0 CO0eCeTHUKA U COO0IIUTE 00513aTEeJILHO POAUTEIAM 00
3TOM (pakTe!

U Mo20a UHMepHem cCmanem 6auum
HAOEIKHBIM U NOAEIHBIM 0pyzom!



